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Abstract—Network reliability is very important in wireless
body area network since the vital human life might be jeopardized,
unless managed properly. In this article, a new modeling and
analysis of node behaviors in wireless body area networks is
presented for increasing reliability in the presence of multi-type
failures, while saving energy. First, the nodes are classified into
types with regard to their capabilities on relaying and sensing.
Then, the node behaviors in the presence of failures such as
energy exhaustion and/or malicious attacks have been modeled
using a novel semi-Markov process. Finally, simulation has been
done to evaluate the performance.

Then, the node behaviors have been modeled using a
semi-Markov process. Finally, simulation has been done to
evaluate the performance. The proposed model is helpful in
analyzing the reliability of WBANs in the presence of failures
such as energy exhaustion and/or malicious attacks. The
proposed model is also useful for saving energy in the WBAN.
The remainder of this letter is organized as follows. In
Section 2, nodes are classified by their functions, and a model
of node with multi-type failure is presented. In Section 3, a
semi-Markov model is given to model the multi-type failures of
the nodes. In Section 4, simulation is proposed. Finally the
conclusion is given in Section 5

Index Terms—WBAN, semi-Markov chain, multi-type failures.

II. CLASSIFICATION OF NODES WITH CAPABILITIES
RELAYING AND SENSING IN WBAN
I. INTRODUCTION
ecently, a wireless body area network (WBAN) has been
actively researched for monitoring the vital sign of human
body. IEEE 802.15.6 TG is currently developing the standard
for WBAN. A WBAN is expected to play very significant role
for ubiquitous healthcare service. Components of a WBAN
consist of multiple sensors, possibly actuators for pumping
correct dose of medicine, relay node, and gateway or sink node
for forwarding information from sensors into outside networks.
All these components are equipped with wireless radio
interfaces, and can be configured in star or multi-hop tree due to
the power constraints [1].
Since the WBAN is used for monitoring and transmitting
vital sign, measuring and increasing the reliability of WBAN is
very important research issue. The reliability of WBAN is the
ability of the network keeping connected even while suffering
from failures and malicious attacks. Malicious users may try to
get the patient information such as vital sign and patient ID,
using security attacks such as wormholes and spoofing.
Failures may be caused by power exhaustion as well as these
malicious security attacks. Since medical BAN applications
have substantial financial, privacy and human safety
implications [2], WBAN nodes should be protected from
aforementioned failures and malicious attacks.
In this letter, we present a new model and analysis of node
behaviors for reliability analysis of a WBAN, by extending the
work in [3]. First, the nodes of WBAN are classified into types
in accordance with their capabilities on relaying and sensing.
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A WBAN is a special type of a wireless sensor networks (WSN)
with its own requirement. The monitoring of medical data
requires an increased demand for reliability [2]. The sensor
which is implemented on the body requires higher energy
efficiency. In a typical protocol for multi-hop wireless body
area networks, such as LDP [1] and EEMAP [4], sensor nodes
are divided into two types: sensor nodes without relaying
function, denoted by NO, and sensor nodes with relaying
function, denoted by NR.
For sensor nodes without relaying function, node behaviors
are modeled as follows. Cooperative nodes, denoted by NOC ,
are the nodes that can get the vital information of the human
body and send it to the next node. Failed nodes, denoted by
NOF , are the nodes which cannot get the information or cannot
transmit it to the next node. Malicious nodes, denoted by NOM ,
are the nodes that attack other nodes.
For sensor nodes with relaying function, node behaviors are
modeled as follows. Cooperative nodes, denoted by NRC , are
the nodes which can both get the vital information and transmit
it to the next node and relay to other nodes. Failed nodes,
denoted by NRF , are the nodes which can neither get the
information nor route for other nodes for energy exhaustion or
attacks. Stingy nodes, denoted by NRS , are the nodes which can
obtain their information and transmit it to the next node, but
cannot route other nodes’ information because it may have to
save energy for itself or it lacks of power. Semi-active nodes,
denoted by NRA , are the nodes which do not have much power
and do not diffuse data for other nodes except the urgent data.
Relay nodes, denoted by NRR , are the nodes which can relay to
other nodes but cannot sense the vital information. This
classification is mainly based on the functions of nodes in
wireless body area network.
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III. MODELING OF NODE BEHAVIORS USING SEMI-MARKOV
PROCESS MODEL FOR RELIABILITY MANAGEMENT
When a node at WBAN misbehaves due to failure and
malicious attacks, a node model is much more complicated. By
taking into account misbehaving nodes based on their
operations in the WBAN, a state space S of the node status for
nodes NO is defined as S={C(cooperative), F(failed),
M(malicious)} and for nodes
NR, S={C(cooperative),
F(failed), R(relay), S(stingy), A(semi-active)}.
The node state change may occur at any instant of time due to
the power exhaustion and/or security attacks, and the next state
is dependent on how long the node resides in the current state,
but not on any previous state. Furthermore, the intervals
between transitions may have arbitrary distributions, so that
continuous-time semi-Markov process is used to model the
node behaviors.
The semi-Markov process {F (t )} of node state transition can
be defined by
F ( t ) = X n , ∀t n ≤ t < ∀ t n + 1

(1)

where X n denotes the nth state visited, and { X n } is called the
embedded Markov chain of the process{F (t )} [5]. F(t) is the
state of process at its most recent transition. The transition
probability from state i to state j is defined as follows:
pij = lim Pr( X n +1 = j , tn +1 − tn ≤ t | X n = i )
t →∞

= Pr( X n +1 = j | X n = i ),

( 2)

uuv
Then a matrix P = ( pij ) is the transition probability matrix of
uuv
{ X n } . The construction of P can be determined by the
observation of empirical results. The state transition diagram of
the semi-Markov node model is shown in Fig. 1, which is
determined by characteristics of node behaviors.
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A stingy node can be changed to a semi-active node by
means of power recharge. And a stingy node can become
a failed node due to power exhaustion, but it can not
become a relay node directly.
A malicious node can only become a failed node.
A relay node can be converted to a cooperative node for
reconfiguration. It can also become a failed node.

By considering the node behavior above, the transition
probability matrix of { X n } of WBAN is given below:
For nodes NO:
p
p ⎞ ⎛ 0 pCM pCF ⎞
⎛p
uuv ⎜ CC CM CF ⎟ ⎜
⎟
P = ⎜ pMC pMM pMF ⎟ = ⎜ 0 0 pMF ⎟
(3)
⎜p p
⎟ ⎜p 0 0 ⎟
p
⎝ FC FM FF ⎠ ⎝ FC
⎠
For node NR:
⎛ pCC pCS pCR pCA pCF ⎞ ⎛ 0 0 pCR pCA pCF ⎞
⎜
⎟ ⎜
⎟
p p p p p
0 0 0 pSA pSF ⎟
uuv ⎜ SC SS SR SA SF ⎟ ⎜
⎟ (4)
P = ⎜ pRC pRS pRR pRA pRF ⎟ = ⎜ pRC 0 0 0 pRF
⎜
⎟ ⎜
⎟
⎜ pAC pAS pAR pAA pAF ⎟ ⎜ pAC pAS 0 0 0 ⎟
⎜p p p p p ⎟ ⎜p
⎟
⎝ FC FS FR FA FF ⎠ ⎝ FC 0 0 0 0 ⎠
The “0” in the matrix means that it is not possible to make
transition between the two states. {F (t )} is also associated with
the time distributions between two successive transitions. Let
Tij denote the time spent in state i given the next state j. Then

Fij (t ) is a commonly used notation for cumulative distribution
function (CDF) of Tij , defined by :
Fij (t ) = Pr(Tij ≤ t )
= Pr(tn +1 - tn ≤ t | X n = i, X n +1 = j )

(5)

where i , j ∈ S .
By knowing the transition probabilities pij and transition
time distributions Fij (t ) , which are defined above, the
probability that a node is in a certain state i can be obtained as in
[5]:
π iηi
pi = lim P ( F (t ) = i | F (0) = j ) =
(6)
t →∞
∑ π kηk
k ∈S

Here,

π i is the stationary probability of state i of X n

and ηi is

the expected holding time in state i.
(a)

(b)

Fig. 1. The semi-Markov model for nodes without relay function (a) and with
relay function (b)

Characteristics of node behavior of WBAN are provided
below:
z

z

A cooperative node may become failed node or
malicious node due to various reasons. For nodes with
relaying function, the nodes may become relay nodes or
semi-active nodes for sensor error and/or power saving.
A failed node may become a cooperative node if this
node is recovered or rebooted.

IV. SIMULATION AND ANALYSIS
In this work, NS2-v2.33 is used to perform the simulation. The
simulation environment is shown in Table 1. Constant Bit Rate
(CBR) is chosen for traffic and the traffic is ranged from
10kbps to 200kbps. As there is no MAC standard about WBAN,
IEEE802.15.4 is used for the simulation environment. The
results are averaged over multiple simulation rounds conducted
with various random seeds.
In simulation, we experiment how the matrixes affect the
network reliability. In this article, the reliability of the WBAN
is measured in terms of network survivability. The network
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survivability is defined how many percentage of the nodes can
work in the WBAN. To calculate the survivability, the received
packets from the sensor node to the sink node are accounted. In
other words, survivability of the networks is the percentage of
the nodes which can communicate with the sink node.
In Fig. 2 (a), the curves indicate that the survivability
decreases as the more stingy nodes are present. Nevertheless,
the survivability does not change significantly when there is
only a small amount of stingy nodes.

is that all abnormal nodes incursevere packet losses and disrupt
normal data delivers in all network scenarios.

Fig. 3. Impacts of misbehavior nodes (stingy nodes and malicious nodes) on
network goodput

V. CONCLUSION

(a) The effect of stingy nodes on network survivability

In this paper, we have presented modeling and analysis of
multi-type failures in WBAN. In order to do that, the nodes of a
WBAN were classified into two types based on the node
functions in the network, and then the misbehavior nodes were
classified based on the node types and their operations. A
semi-Markov process has been proposed for modeling the node
behaviors. A simulation has been done to show the impact of
misbehavior nodes on the network reliability. This is believed
to be the first attempt to model the misbehavior nodes in
WBANs which is very useful to analyze the reliability of the
WBANs. Further research work may include performing
correlation studies between real test-bed measurements and
simulation results.
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(b) The effect of cooperative nodes on network survivability
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